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RECORD OF PERSONAL DATA PROCESSING

Art. 31 of the REGULATION (EU) 2018/1725 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 23
October 2018 on the protection of natural persons with regard to the processing of personal data by the Union
institutions, bodies, offices and agencies and on the free movement of such data, and repealing Regulation
(EC) No 45/2001 and Decision No 1247/2002/EC (henceforth the "Data protection regulation")

Record n° DPO 48 -2026

In accordance with Article 31 of the data protection regulation, individuals whose personal data are
processed by the Executive Agency in any context whatsoever are to be protected with regard to the
processing of personal data and the Executive Agency has to keep records of their processing

operations.

This record covers two aspects:

1. Mandatory records under Art 31 of the data protection regulation (recommendation: make the

header and part 1 publicly available)

2. Compliance check and risk screening (initial; part 2 is internal only to the Agency, not published)

The ground for the record is (tick the relevant one):

Regularization of a data processing operation already carried out
[J Record of a new data processing operation prior to its implementation

XI Change of a data processing operation.

[ Migration to record

Mentoring Initiative

1 Last update of this record if applicable

Date of last update: Ares(2024)302226124/04/2024

2 Short description of the processing

Personal data is collected through EUSurvey in order to
implement the recommendations issued by the Scientific
Council in the ERC Mentoring Initiative!. Department B of
ERCEA (and in particular Unit B2) has to process personal
data in order to implement the referred Programmes which
aim at mentoring potential ERC applicants from low
performing countries.

! https://erc.europa.eu/sites/default/files/document/file/Guidelines ERC_Mentoring_Initiative.pdf .
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(This part may be public)
Part 1 - Article 31 Record

Function and contact details of the

controller

Function: Head of ERCEA Department B (Scientific
Department)

E-mail: ERC-MENTORING-INITIATIVE@ec.europa.eul Field

Contact details of the Data Protection
Officer (DPO)

Code Changed

ERC-DATA-PROTECTION@ec.europa.eu )

Name and contact details of joint controller
(where applicable)

N/A

Name and contact details of processor
(where applicable)

DG DIGIT

Head of Unit of DIGIT.D.1, Directorate-General for
Informatics (DIGIT)

DIGIT-D1@ec.europa.eu

Purpose of the processing

The purpose of this processing operation is to identify a list
of ERC Principal Investigators (Pls) and former Panel
Members (PMs) who are interested in mentoring potential
ERC applicants in the pre-applications phase in a selected
number of low performing countries.

To this purpose, personal data are collected and
processed in order to put in contact the ERC Pls and
former PMs with the selected national/regional offices
which support ERC potential applicants. A specific survey
is used which is filled-in on a voluntarily basis by the data
subject interested in the programme.

Description of the categories of data

subjects

Whose personal data are being processed?

In case data categories differ between different categories
of persons, please explain as well (e.g. suspects vs.
witnesses in administrative inquiries)

[ EA staff (Contractual and temporary staff in active
position

[ Visitors to the EA

[ Contractors providing goods or services

[J Applicants

[ Relatives of the data subject

[J Complainants, correspondents and enquirers

[ witnesses

X Principal Investigators

[ Beneficiaries

[X] External experts
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[J Contractors

[ other, please specify

Description of personal data categories

Indicate all the categories of personal data
processed and specify which personal data are
being processed for each category (between
brackets under/next to each category):

Categories of personal data:
X in the form of personal identification numbers
ERC Project number and Acronym of Pls

[J concerning the physical characteristics of persons as
well as the image, voice or fingerprints

[J concerning the data subject's private sphere

[ concerning pay, allowances and bank accounts
[ concerning recruitment and contracts

[ concerning the data subject's family

X concerning the data subject's career

Area of expertise and keywords describing the area of
expertise

[ concerning leave and absences

[ concerning missions and journeys

[ concerning social security and pensions

[J concerning expenses and medical benefits

[ concerning telephone numbers and communications

X] concerning names and addresses (including email
addresses)

Name, surname and professional e-mail address of
Pls and former PMs

[ Other: please specify:

Categories of personal data processing likely to present
specific risks:

[] data relating to suspected offences, offences, criminal
convictions or security measures

[ data being used to evaluate personal aspects of the
data subject (ability, efficiency, conduct)

Categories of personal data whose processing is
prohibited, with exceptions (art. 10 new Regulation):

[ revealing racial or ethnic origin
revealing political opinions

revealing religious or philosophical beliefs
revealing trade-union membership

I
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Retention time (time limit for keeping the
personal data)

concerning health [
genetic data, biometric data for the purpose of uniquely
identifying a natural person

concerning sex life or sexual orientation

Specify any additional data or explanatory information on
the data being processed, if any:

Personal data is kept as long as follow-up actions to the
consultation (including monitoring, evaluation and impact
assessment) are necessary with regard to the purpose(s)
of the survey as well as for the consultation and its related
management. All personal data will be deleted from
databases at the latest 5 years after the beginning of the
survey has taken place or after its exportation into an
aggregated and anonymous form. This ensures that
ERCEA can verify the consent provided by the data
subject until the procedure is concluded.

In case you intend to further process the personal data for
a compatible purpose with the 'initial' one, please also
indicate this retention period if different.

Reports containing personal data will be archived
according to the Common Commission Retention List
(SEC(2019)900/2), to which the ERCEA has to adhere.

Is any further processing for archiving purposes in the
public interest, historical, statistical or scientific purposes
envisaged?

X yes [1no

Before the expiration of the 5 years period, personal data
collected for this specific action may be transferred to a
restricted folder on the ERCEA shared drive for the sole
purpose of historical, statistical or scientific use related to
this specific action. Access to this folder is granted only
upon approval by the ERCEA Head of Department B in
charge and solely on a "need to know" and "need to do"
basis. Data will be kept in this restricted folder for no longer
than necessary for the fulfilment of historical, statistical or
scientific purposes related to this specific action, after
which it will be deleted.

If yes, indicate the further retention time: ...

If the answer is yes, please go to Part 2 Compliance
check, Storage and Security for technical safeguards.
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Recipients of the data

Who will have access to the data within the Agency or
outside?

Who will have access to the data outside the Agency?
Note: no need to mention entities that may have access in
the course of a particular investigation/visit/ inspection (e.g.
OLAF, EO, EDPS).

The raw data and information gathered in the survey is
accessible on a need to know basis to: Selected members
of the ERCEA staff, for processing the information;
selected members of DIGIT staff that administrate
EUSurvey, the tool used for the questionnaire; the
members of the Scientific Council, for historical, statistical
or scientific purposes (e.g. evaluation and impact
assessment of the programme). The results of the survey
are delivered by the IT Unit (D1) to the ERCEA Head of
Department B, who is the controller of this processing
operation.

In addition, certain administrative details may be disclosed,
in compliance with the relevant current legislation and
established case law, and on a temporary basis to
legislative or supervisory bodies of the ERCEA, as well as
auditing bodies.

The data will be transferred by email to: the EU and non-
EU national/regional offices participating in the initiative
which will get a listing of the interested Pls and former
PMs; Potential ERC applicants will be informed by national
or regional offices or organizations of the goals and
opportunities of the initiative through the issuance of a
Dear Colleague Letter or other forms that these
organisations may deem appropriate to the scope.

12

Are there any transfers of personal data to
third countries or international
organisations? If so, to which ones and with
which safeguards?

A minimised set of data, limited to the information
necessary for an unambiguous identification of the Pls
(name and family name of the PI, email address, number
and acronym of the project, area of expertise and
keywords) and former PMs (name and family name of the
PM, email address, area of expertise and keywords) is
transmitted to third countries on the basis of the need to
know principle and by complying with the specific
conditions set up by the applicable data protection
framework.

In limited case, the personal data may also be transferred
to countries outside EU, where it cannot be granted that
the same level of data protection will be ensured in the
absence of an adequacy decision.

13

General description of the technical and
organisational security measures

The agency procedure states that the IT unit creates the
survey on behalf of the survey owners. The creator of the
survey can export and send the results to the survey
owners.

14

Information to data
Privacy Statement (SPS)

subjects/Specific

You can find the ERC's data protection notice regarding
the ERC Mentoring Initiative here:
https://erc.europa.eu/sites/default/files/document/file/dpn-
interest-mentoring-initiative.pdf
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(This part is internal only— not to be published)
Part 2 - Compliance Check (Articles 4 and 5)

Legal basis of the processing The ERC Mentoring Initiative is based on the Council
Decision? and the Regulation® establishing Horizon Europe
Programme, as well as on the Commission Decision*
delegating powers to the ERC Executive Agency (ERCEA).

On 10t February 2021 the ERC Scientific Council adopted
Guidelines/criteria to select national and/or regional offices
to support via the Mentoring Initiative.

For Moldova the legal basis for the participation in this
initiative is: the International Agreement between the
European Union, of the one part, and the Republic of
Moldova, of the other part, on the participation of the
Republic of Moldova in the Union programme Horizon
Europe — the Framework Programme for Research and
Innovation (OJ L 95, 23.3.2022, pp. 18-32).

For Turkey the legal basis for the participation in this
project is: the International Agreement between the
European Union, of the one part, and the Republic of
Turkey, of the other part, on the participation of the
Republic of Turkey in the Union programme Horizon
Europe — the Framework Programme for Research and
Innovation (OJ L 95, 23.3.2022, pp. 33—47).

For Georgia the legal basis for the participation in this
project is: the International Agreement between the
European Union, of the one part, and Georgia, of the other
part, on the participation of Georgia in the Union
programme Horizon Europe — the Framework Programme
for Research and Innovation (OJ L 95, 23.3.2022, pp. 158—
173).

For Ukraine the legal basis for the participation in this
initiative is: Article 16 of the Regulation (EU) No 2021/695
of the European Parliament and of the Council of 28 April
2021 establishing Horizon Europe - the Framework
Programme for Research and Innovation, laying down its
rules for participation and dissemination, and repealing
Regulations (EU) No 1290/2013 and (EU) No 1291/2013.In
addition, these processing operations are based on:

Article 5(1)
(a) Processing is necessary for the performance of

a task carried out in the public interest or in the
exercise of official authority vested in the Union

2 Council Decision (EU) 2021/764 of 10 May 2021 establishing the Specific Programme implementing Horizon Europe —
the Framework Programme for Research and Innovation, and repealing Decision 2013/743/EU.

3 Regulation (EU) 2021/695 of the European Parliament and of the Council of 28 April 2021 establishing Horizon Europe
— the Framework Programme for Research and Innovation, laying down its rules for participation and dissemination, and
repealing Regulations (EU) No 1290/2013 and (EU) No 1291/2013.

4 Commission Decision C(2021) 950 final of 12 February 2021 delegating powers to the European Research Council
Executive Agency with a view to the performance of tasks linked to the implementation of Union programmes in the
field of frontier research comprising, in particular, implementation of appropriations entered in the general budget of the
Union.




institution or body;

(d) the data subject has given consent to the
processing of his or her personal data for one or
more specific purposes.

Detailed description of the Processing

The EUSurvey aims to gather information from ERC
Principal Investigators and former Panel Members in order
to determine their willingness/interest to provide mentoring
to potential ERC applicants supported by the selected
national/regional offices.

After the collection, the data is subsequently exported in a
file for further analysis by Department B staff. This file
contains personal data in order to identify and contact the
interested Pls and former PMs. The personal data of Pls
and former PMs who have provided unambiguous consent
through the questionnaire will then be transferred to the
respective national/regional offices, if relevant also outside
the EU, so that they can be directly contacted by such
offices.

Definition/scope of the purpose/s of
processing

Are the purposes specified in Part 1, explicit and
legitimate? Be clear and open about your reasons for
processing personal data, and assess if what you do with
the data is in line with the reasonable expectations of the
individuals concerned. Specifying your purposes is
necessary to comply with your accountability obligations.
X yes [1no

Please explain:...

If information is also processed for further purposes, are
you sure that these are compatible with the initial
purpose(s)?

[Jyes Xl no.

Please explain:...

Data minimisation and proportionality

Explain why is the processing of each personal data
necessary for the purpose?
Are there any personal data you could do without?

Under the ERC Mentoring Initiative framework, it is
necessary to ask the ERC Pls and former PMs once per
year if they would like to provide mentoring to potential
ERC applicants A minimised set of data is collected,
limited to the information necessary for an unambiguous
identification of the Pls (name and family name of the PI,
email address, number and acronym of the project, area of
expertise and keywords) and former PMs (name and family
name of the PM, email address, area of expertise and
keywords)

Data Accuracy

Personal data held should be kept accurate and up to date.
How do you ensure that the information you process about
people is accurate? How do you rectify inaccurate
information? Are there appropriate processes in place to
check the accuracy of the data collected, record the source
of that data, and to deal with data subject's requests for
rectification of their data? In case any personal data is
incorrect or misleading, reasonable steps should be taken
in order to correct or erase it as soon as possible.

The personal data is introduced by Pls and former PMs
through the EUSurvey. After the collection period, the
questionnaire is closed and no further answers are
possible.




Storage and security

STORAGE
The data is stored at the DG DIGIT Data Centre in
Luxemburg.

Data is processed under the responsibility of the Head of
Unit of DIGIT.D.1, Directorate-General for Informatics
(DIGIT) of the European Commission.

The DIGIT's Data Protection Coordinator ensures that the
provisions of the above-mentioned regulation are applied
within DIGIT.

The ERCEA relies on the DIGIT infrastructure and the
safeguards.

SECURITYS

DIGIT’s has the infrastructure needed to secure the online
surveys.

Is the processing in question connected with the use of
telecommunications networks?

X yes [1no

Is the processing carried out in cooperation with an entity
external to the Agency (co-controller)?
Oyes X no

Is the processing carried out by an entity external to the
Agency (processor)?
X yes [1no

The Agency relies on DIGIT’s infrastructure. The data is
hosted on DG DIGIT infrastructure.

Thereby, measures are in place to

- aim for using privacy-enhancing technologies;

- ensure confidentiality, integrity availability and resilience
of processing systems and services;

- to restore availability and access to personal data in a
timely manner in the event of physical or technical incident.

Retention time

Explain why you chose a/the specific storage period(s)
mentioned in Part 1 above.®

Are they limited according to “as long as necessary, as
short as possible”? In case you only need some
information for longer, can you split storage periods?

Personal data is kept as long as follow-up actions to the
consultation (including monitoring, evaluation and impact
assessment) are necessary with regard to the purpose(s)
of the survey as well as for the consultation and its related
management. All personal data will be deleted from
databases at the latest 5 years after the beginning of the

3 Personal data must be processed in a manner that ensures appropriate security of the personal data, including protection
against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate
technical or organisational measures (‘integrity and confidentiality’). (Art 4(1)(f) of the new Regulation).

© Personal data must be kept in a form which permits identification of data subjects for no longer than is necessary for the
purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal
data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or
statistical purposes in accordance with Article 13 subject to implementation of the appropriate technical and
organisational measures required by the data protection regulation in order to safeguard the rights and freedoms of the
data subject (‘storage limitation’); (Art 4(1)(e) of the Data protection regulation)




survey has taken place or after its exportation into an
aggregated and anonymous form. This ensures that
ERCEA can verify the consent provided by the data
subject until the procedure is concluded.

Before the expiration of the 5 years period, personal data
collected for this specific action may be transferred to a
restricted folder on the ERCEA shared drive for the sole
purpose of historical, statistical or scientific use related to
this specific action. Access to this folder is granted only
upon approval by the ERCEA Head of Department B in
charge and solely on a "need to know" and "need to do"
basis. Data will be kept in this restricted folder for no longer
than necessary for the fulfilment of historical, statistical or
scientific purposes related to this specific action, after
which it will be deleted.

Reports containing personal data will be archived
according to the Common Commission Retention List
(SEC(2019)900/2), to which the ERCEA has to adhere.

Once retention period expires, is this option deactivated by
default?

[ yes Xno

If yes, please detail:...

Transparency: How do you inform people
about the processing?

The data subjects are informed about their rights and how
to exercise them in the form of data protection notice
(DPN) The survey links to the DPN stored on the
erc.europa.eu.

Access and other rights of persons whose
data you process

For EUSurvey surveys respondents can contact the
EUSurvey support team. If the team is not in a position to
answer their request, they will transmit it to the relevant
survey-owner.

You are entitled to access the personal data the ERCEA
holds about you and to request to have them rectified
where necessary. Under the provision of the data
protection regulation, you also have the right to have your
data erased, to request the restriction of the processing of
your personal data and the right to data portability.

When the legal basis for the processing operation is article
5.1(a) of the Data protection regulation, you have the right
to object to the processing.

To exercise any of these rights, you should apply to the
ERCEA Head of Department B, who is responsible for
such processing (i.e. the Controller), by sending an e-mail
specifying your request to the mailbox:

ERC-MENTORING-INITIATIVE@ec.europa.eu

Please note that in some cases restrictions under Article
25 of the Data protection regulation may apply. Any such
restriction will be limited in time, proportionate and respect
the essence of the above-mentioned rights. It will be lifted
as soon as the circumstances justifying the restriction are
no longer applicable. As a general rule you will be informed
on the principal reasons for a restriction unless this
information would cancel the effect of the restriction as
such. You have the right to make a complaint to the EDPS
concerning the scope of the restriction. (European Data
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Protection Supervisor: EDPS@edps.europa.eu)

As this processing of your personal data is based on your
consent, as per point (d) of Article 5(1) please note that
you can withdraw it at any time, and this will have effect
from the moment of your retraction. The processing based
on your consent before its withdrawal will remain lawful.

(This part is for internal use only — not to be published)
Part 3 Risk screening (threshold assessment / criteria)
Article 39 Data protection regulation

1 Is the processing operation included in the | []yes [X] no
EDPS’ positive list? If yes, please detail:...
If the kind of processing operation you want to implement
is included on the EDPS’ positive list (see Annex | for
information and guideline) you do not need to fill-in Part
Error! Reference source not found. but you should
proceed with the Data Protection Impact Assessment
(DPIA).
Does the processing involve any of the following?
2 A systematic and extensive evaluation of | [ ]yes [X no
personal aspects or scoring, including | If yes, please detail
profiling and predicting
Examples: bank screening transactions in accordance with
applicable law to detect possibly fraudulent transactions;
profiling staff members based on all their transactions in
EA’s case management system with automatic
reassignment of tasks.
Counter example: standard staff appraisal interviews; 360°
evaluations for helping staff members development plans.
3 Automated decision-making with legal or | []yes [X no
similar significant effect: processing that | If yes, please detall
aims at taking decisions on data subjects
Example: automated staff appraisal (“if you're in the lowest
10% of the team for the number of cases dealt with, you'll
receive an ‘unsatisfactory’ in your appraisal, no
discussion”).
Counter example: a news site showing articles in an order
based on past visits of the user
4 Systematic monitoring: processing used to | [ ]yes X no
observe, monitor or control data subjects, | If yes, please detall
especially in publicly accessible spaces.
This may cover video-surveillance but also other
monitoring, e.g. of staff internet use.

Examples: covert CCTV, data loss prevention tools
breaking SSL encryption.

Counter example: open CCTV of garage entry not covering
public space.
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5 Sensitive data: data revealing ethnic or racial | [ ] yes [X] no
origin, political  opinions, religious or | If yes, please detail
philosophical beliefs, trade-union membership,
genetic data, biometric data for identification | Examples: pre-recruitment medical exams and criminal
purposes, data concerning health or sex life or | records checks, any use of biometric identification
sexual orientation, criminal convictions or | Counter example: photos are not sensitive as such (only
offences and related security measures or | when coupled with facial recognition or used to infer other
otherwise considered sensitive. sensitive data).
6 Data processed on a large scale, whether | []yes X no
based on number of people concerned and/or | If yes, please detail
amount of data processed about each of them
and/or permanence and/or geographical | Examples: European databases on disease surveillance.
coverage. Counter example: internal EA phone directory
7 Datasets matched or combined from different | [ ] yes [X] no
data processing operations performed for | If yes, please detail
different purposes and/or by different data
controllers in a way that would exceed the | Examples: covertly cross-checking access control logs,
reasonable expectations of the data subject. computer logs and flexitime declarations to detect
absenteeism.
Counter example: transfer of personal file following a
change of institution
8 Data concerning vulnerable data subjects: | []yes X no
situations where an imbalance in the | If yes, please detail
relationship between the position of the data
subject and the controller can be identified. Examples: children, asylum seekers.
Counter example: EA staff are not a priori considered as
vulnerable vis-a-vis their employer concerning standard
procedures laid down by the Staff Regulations
9 Innovative use or applying technological or | []yes X no
organisational solutions that can involve | If yes, please detall
novel forms of data collection and usage.
Indeed, the personal and social consequences of the
deployment of a new technology may be unknown.
Examples: machine learning, connected cars, social media
screening of applicants for posts.
Counter examples: biometric access control using
fingerprints.
10 Preventing data subjects from exercising a | [ ] yes X no
right or using a service or a contract. If yes, please detail
Examples: exclusion databases, credit screening
Counterexample: determination of rights upon entry into
service (e.g. expatriation or dependent child allowances)
1 Transfer of personal data outside EU | [ ]yes X no

without legislative basis

If yes, please detail (see point 13 of Part 1)

(This part is for internal use only — not to be published)
Part 4 Conclusion

Number of “Yes” ticked above

zero




Assessment N/A

DPO Advice (to be filled in by DPO) The processing operation does not entail risks for the
rights and freedom of the data subject and a DPIA is not
necessary.

Is a DPIA triggered? (to be filled in by the | []yes [X] no

Controller) Please explain:...

(Part for internal use only — not to be published)
Part 5 - For the DPO

Is the processing of personal data on a | No
positive or negative list of the EDPS (art. 39(4)
or art. 39(5) of the data protection regulation)?

Has a DPIA already been carried out in the
context of the adoption of a legal act (art | No
39(10) of the data protection regulation)?

Is it on the list of the EC for prior consultation | No
(art 40(4) of the data protection regulation)?

(Part for internal use only — not to be published)
Part 6 - Linked documentation

(where applicable) Links to threshold [insert reference to DPIA]
assessment and DPIA N/A
Where are your information
security measures documented? In LISO'’s archive of information security documentation.
Other linked documentation Please provide links to other documentation of this process
(e.g. project documentation, handbooks, procedures, legal
instruments...)
» ERC MI_2026_DPN_final.docx : [Formatted: Iltalian (Italy)
The Data Protection Notice for the MI I




